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[1EH4—184TH]

Field of the Invention

The present invention generally relates to a system for accessing remote
sensors, and more specifically, to an encrypted virtual private network for
accessing images from remote cameras.

Description of the Related Technology

In today’s world, both parents or a single parent of one or more
children must work to support their family. Parents or legal guardians are
increasingly concerned about the safety and well-being of their family
members or possessions that may be at a day care center, preschool, or other
similar facility. Parents also frequently worry about the professionalism
of the center employees. A system that would permit a working parent to
remotely and securely monitor their children would provide much peace of
mind. Such a system should be inexpensive for the parent, easy to use, not
require any special equipment or training, and provide security against
unauthorized people viewing their children. If a parent is traveling, this
monitoring system would allow monitor access of their children from anywhere
in the world and also allow relatives that have permission from the parents
to also monitor the children. Such access would be via plain old telephone
service (POTS), digital subscriber line (DSL), integrated services digital
network (ISDN), cable modem or similar connection to the internet, for
example. The use of such a monitoring system by a day care center will

provide a competitive advantage over other centers that do not have a child
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monitoring system.
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[1H34—3517H]

Once a parent, guardian or relative has logged into the sensor server
and has been authorized, all communication is encrypted for security.
(—H, #8, ®5\x, REE, BE», Brth—Nlzue s L TREES N
olE, $RXToBEEREX=2Y T ODIciEsfbaind,)
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[4H121T—5HT71TH]

System Overview

Referring to Figure 1, the top—level configuration of a VPN monitoring
system 100 will be described. The VPN system 100 comprises two network
segments. A first segment 120 exists between a child—care center, such as
center 1 (130), center 2 (132) or center N (134), and a centralized sensor
computing environment 110 at a central home office location. The centralized
sensor computing environment 110 may include a sensor server or one or more
networked servers, as will be described hereinbelow. A second segment 120’
exists between the sensor server 110 and an authorized viewer at a remote
sensor monitor, such as monitor 140, 142 or 144. The links that make up
these segments are differentiated in terms of transport and encryption.

In one embodiment, the link 120 between a child care center, e.g.,
center 130, and the sensor server 110 consists of an encrypted virtual
private network run across the public switched telephone network (PSTN). A
virtual private network is a network that is transposed on top of another
network, but separates itself by means of encryption or other means of
security. In this case, the data travels along data lines used for Internet,
long distance, etc. but the interception of all or part of the data would
not compromise the data since it is secured via encryption. The link 120’
between the sensor server 110 and a remote sensor monitor, e.g., 140, also
consists of an encrypted virtual private network. Because the system 100
consists of only two links, and because each link is a VPN obscured with
very strong encryption, the system 100 is invulnerable to attacks whose

goal would be to compromise the system and allow images to be viewed by
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someone other than the authorized viewer.

Communications between the child care center 130 and the sensor server
110, and between the sensor server 110 and the authorized viewer at monitor
140 are facilitated through the use of a packet switched network such as
the PSTN. Information is passed onto the PSTN and taken off of the PSTN
through the use of telco access devices, such as routers, DSL modems, ISDN
modem—routers, cable modems, and multi-link point—-to—point (MLPPP) modems,
at the center 130. The telco access devices are often referred to as
"routers’ - for instance, a product available from Farallon is called a
“dual analog router’. A telco access device provides an access point from
a smaller network at the center 130 to the larger network that is the PSTN.
This data that is being passed between the nodes on the system network
travels along the PSTN alongside long—distance telephone conversations,
corporate data, and data comprising the public Internet. It is possible to
safely transmit this data along these semi—public channels because the
encryption of the data forms a VPN which cannot be accessed by other users
of the PSTN, such as people placing telephone calls, for instance. Because
of this, the system 100 isolates the images produced and transmitted only
on the secure network, and never on the public Internet. Any mention of
"Internet Viewing 1is simply intended as a means to convey the technology
to unsophisticated users without confusing them. The only similarity between
the technology of the system 100 and ’Internet Viewing 1is that both are
accomplished with web browsers.

(AT L E
X1%2R LT, VPNEHIATLALO0ODEK N LV-IVOMKEHRATS,

VPNIYATAL100lX, 2200%y hU—7 « BT XA "egie, 51D T X
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[6EH 8 —3 01TH]

In overview, the system 100 allows an authorized user to ask the sensor
server 110 for a current picture, allows the sensor server 110 to fetch
that picture from a sensor, e.g., a video camera, at the center 130, and
finally transports the requested image from the sensor server 110 to the
authorized user at the monitor 140. In another embodiment, the sensor may
comprise an infrared sensor, a motion sensor, a sound sensor, a tripwire,
and so forth.

In this framework, the sensor server 110 acts as a middleman between
the camera and the user. The system 100 is designhed such that the camera

will only answer requests from the sensor server 110 and will discard the
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requests of any other entity on the PSTN. The reason for this is twofold.
First, by forcing users to authenticate themselves, it is determined that
the user is actually an authorized user. In one embodiment, the sensor
server 110 uses a three—tier authentication method that forces the user to
identify their user name, password (between 8 and 12 characters, letters
and numbers), and center identification code. This authentication has an
inactivity timeout of a predetermined time interval, such as 15 minutes,
and allows the user to choose a camera and view current images from that
camera. An inactivity timeout is a function that monitors the user for
actions related to the web site (e.g., clicking on a link, viewing a
camera, etc.). If none of those actions take place, even if the user is
actively using other programs on their computer, the timeout will occur
and the user will need to log into the system network again to view a
camera.

The second reason to force all users to use the sensor server 110 as a
middleman is that it reduces the number of connections that a camera needs
to support to one. If users were allowed to connect directly to cameras,
each user would make a connection to the camera. This will not work
efficiently, since the camera, in one embodiment, is physically limited to
receiving only a predetermined number, e.g., five, of concurrent connections.
Furthermore, additional network capacity between the center 130 and the
link 120 would need to be added at the center 130 to accommodate the
increased number of users accessing the sensors in the center. Therefore,
the authorized users make their connection to the sensor server 110, and

the sensor server 110 only opens one connection to each camera.

(RS9I, AT A1 0010, Birsnfzo2—¥n, Bo¥H3—110IZH
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[6EH1—111TH]

When a center is initially setup, it 1is provided with a center
identification code or school code. This is a code that is unique to each
school or organization and is required to login.

The system 100 utilizes an on—-line sign—up form for parents so as to
capture vital information for advertising purposes and to alleviate the
workload for the system administrator. When parents wish to obtain an
account, they access the form from the system web page, home page, or
hyperlinked page. Such a page may be provided via a hypertext transfer
protocol (HTTP). The parents then provide the requested information and
answer a few questions on the form. After the form is submitted, they are
provided with a temporary password that they can use to access the system
once their account is activated. A message is immediately sent to the system
administrator (via the “message area”) that a new account is awaiting
activation. A welcome message is also sent to the new parent’s account in
their “message area”. At this point the account status is “pending” or
awaiting activation. To activate the account, the system administrator needs
to login and assign a child and cameras to the account.

(BB IDREANCEREIND & E, Yo XITEErZ I Da— RXxA 7
—Na—RFREZXOND, ZHIEZENRNENOFRCHMII 2 =—I 2 a—FTh o
T, BIA T HEDITRELIND,
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[6EH22—2T717H]

Referring to Figure 2, an exemplary screen 200 that is displayed to a
parent after login and authorization will now be described. The exemplary
screen includes three frame windows; a top left pane 210, a lower left pane
220 and one pane 230 on the right. The top left pane 210 initially presents
a tip of the day or an advertisement. Once a sensor is activated, this frame
210 presents images from the cameras. A time and date area 212 associated
with the image may also be presented in pane 210. The lower left pane lists
a group of sensors, e.g., cameras, available to be viewed by the parent,
such as cameras in Room2 (222), Room3 (224), Gym (226) or Playground (228).

]
(M2E2ZRTy 5L, n7A 0 LRBREORIZ, & HHITRT SN D BRI 72 B E
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[7H1—247H]

When a parent clicks on a camera link, e.g., 222, in the lower—-left
pane 220, the sensor server 110 (Figure 1) gets images from the selected
camera and sends them to the parent’s browser as fast as possible.

(EF_A 220280 C, HBOEN, HATOV VT, flziE222%7 Yy
sLizeE, B —110 (K1) &, BRIV ATNOBHBZEGL

T, HBEHOT TP TX AT HELS EETS,)

[7H12—1417H]

Occasionally, cameras may be inaccessible due to downed links or other
technical problems. When this happens, parents are given a message that the
camera is temporarily unavailable and to try again later.

(Kpx, BAZE, Vo 70Xy ZOMOBNHIMED-DI2T 78 AR & 78
Do TOXRDRIENEES TGS, BT, A TP —FRICHIHAARETH - T,
BIFEHFRITIRELDA v VR EZBND,)

[8H241T—9HS81TH]
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System Topology

Referring now to Figure 3 and also Figure 1, one embodiment of the
hardware components of the system 100 will be described. As previously
mentioned, the system 100 comprises two main network segments. The first
network segment 120 consists of the link between a day care center, e.g.,
center 130, and the sensor server 110. The second network segment 120’
consists of the link between the sensor server 110 and an authorized viewer,
such as at a computer 322, 326 or 329.

The first network segment 120 begins in the center, e.g., 130. An
incoming network connection (such as DSL or ISDN) 316 is connected to a
telco access device 388. Exemplary telco access devices include a Paradyne
HotWire 5446 DSL modem, model number 5446-a2-200-Orm, a 3Com 56K MLPPP
switch, model number 3c¢c430000, and a Netgear ISDN modem, model number RT328.
The cabling used in this connection depends on the type of network service
being provided. The telco access device 388 1is then connected to an
encryption device 386, such as a Ravlin—4 wireline encryption device, with
a 10-base-T cable. The encryption device 386 is then connected to a hub 382,
such as an Ethernet 10-Base-T non—-switching hub, with a 10-base-T cable.
For most installations, an 8-port hub is sufficient, but considerations
such as center size, expansion, and so forth may dictate a 16-port hub or
larger. The hub 382 is connected to a network computer/thin client device,
such as a network computing device (NCD) 384, which includes a Microsoft
Windows—based network computer running a compatible browser. The hub 382,
in turn, is also connected to one or more camera servers 380 (remote sensor
servers) such as the Axis model 240, or Axis model 200/200+ cameras, with

10-base-T cable(s). Each of the Axis camera servers 380 connects to a power
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supply and media aggregator device 374 via RCA type cables, in one embodiment.
Each of the cameras 370, 371, 372 connects to the media aggregator 374 with
a 75 ohm coaxial video cable.
(AT LD hdRha o—|Z DT
X3, KO, K1A2BHLT, SEE, A7 50— K7 = THEREFRD
JiJERE 1 0 Ol >W T %, Ad L2k 9iZ, ¥ AT L1001, 2-o0FEHE

Ay T =7 « 87 AVNEEE, HE1OXy T —27 - 87X 81 2013,
WEF, BIZIE, Br21308, B —n"110LDMDOY 7 ERERKS
No, FE2DOFxy hI—27 « w7 A 3120° 1%, Bo¥H—r3110 LFEFES
Ni-BlEsE, Pz, avv=2—%322, 326, 329 LDMDY 7ol
En 5,

HB1IOFy hT—7 87 A 12010, B, flziE, 1 30060F5,
AV Xy NU—I 8 FZIEDSL, 1SDN) 316 3EFHEEET 7Rk
38 I INTND, PRI EFFEET 7 B ALEEIX, paradyn
effHo tWire54468DSLETL, BME5446—22—-200—-0r
m, 3Comf:56k MLPPPAAvF, BEK3c430000, Netge
atthI SDNET A, BEFERT I 28VNEEND ERICHEHIND r—7 11T
RIENDIF Y NIV —ERADX A TIKFT D, Bt HEET 7 & AR 3
8 81, Wiz, WrEfbEE 386, #HlxiEX, Rav 1l in—4FHRES(LERIZ,
10base—Tr—7LTHEsNd, KEiEE386I1%, b7 38
2, BlziX, 1—%*vhr10base—THEASvFL I NTIZ, 10base
—Thr—7NTHRINnNd, KETORMTIE, 8R—FDNTTHHTHDLNR,
U X OB, R EDOEEFHEICLSTE, 16K — Tl EoNT %
fREdTs2,bdbH, ~73821F, Ry hNIV—Varva—Z/ L IIA4T
NEE, Bz, Fy b= arbEa—T 47T, A (NCD) 3 8 428
fesd, Zhuclx, A0S 577 vV E2FiTTHAMicrosof t#Win
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dowsX—ZADFy NI—7 ar¥Va—FEET, N7 38 21%, &iZ, 1HL
OB ATH =380 GEFETH— ), HIZIE, Ax i st:24 08, XiT,
200,200+ A AT, 10base—Tr—7LTHEIND, —Eik
RETIE, Axi stk ATH— 38 0D%K %1%, BFEMHBELIAT 4777
F—HAEE 3T 412, RCABIF—T NV EN L CEREND, IAT370, 37
1, 3720FNZENE, AT 4777V 5 —4%3 7412, 75 Q8BRS —
TNTERIND,)

[10H4—3017H]

« in another embodiment, a Microsoft Windows based personal computer
may be used in place of the network computer 384. Individual Axis model 200
or model 200+ cameras that can be wired directly to the hub 382 (with 10-
base-T cable) may be used rather than using the camera server 380 and media
aggregator 374. If the hub 382 can be wired directly to an existing incoming
Internet connection, the telco access device 388 may be deleted from the

center network.

The second network segment 120’ begins at the sensor server network.
The second network connection comes from the same PSTN and leased data line
cloud that the outgoing center network is connected to. This second network
connection is connected to a telco access device 338, which is in turn
connected to the encryption device 336 with a 10-base-T cable. The
encryption device 336 is then connected to a switched—hub 334 with another
10-base—T cable. The hub 334 is further connected to a sensor server network
332, such as a Fast-Ethernet network. The incoming data traffic flows on

the second network segment in the order outlined above.
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The outgoing data traffic travels a similar course, but in reverse:
from the sensor server network 332 to the hub 334, and traveling through
the encryption device 336. The outgoing data travels through the encryption
device 336 in an unencrypted form when the data is not headed to a center,
e.g., center 130. When data flows to one of the remote sensor monitors 140,
it is encrypted by software via a 128-bit SSL connection 318 and travels
out to the PSTN and leased data line cloud. Hence, the virtual line 318
indicates that the encryption device 336 passes the outgoing data traffic
transparently to the telco access device 338. 128-bit SSL is currently the
strongest level of this encryption supported by most major browsers. Other
levels or types of encryption may be used in another embodiment. The
destination of this outgoing traffic is the authorized viewers at the remote
sensor monitors, e.g. 140. Authorized viewers may connect to the PSTN and
leased data line cloud through any number of means — using their Internet
service provider, using a private corporate network, or connecting directly
through a long distance carrier such as MCI or Sprint. Of course, one
skilled in communication technology could substitute other hardware devices
or utilize software to perform some of the above tasks, e.g., the encryption.

The sensor server network 332 may include one or more servers to
facilitate operation of the system.

(- OEMPEETIE, Xy hU—2 - arEa—%3840fRbVIZ, Micr
osof tfiWindowsX—ZADNRX—YVF rarsva—FEHEHATES, A
TH—=RNBBOEAT AT TV —=237T4LEMMTLILITHAT, (10
base—T/r—7MILko7T) N7 38 2ICEHBEMMTEDLAx i sth20 0A!
XiF200+HH AT EMEMTED, BLENT 38 22MFEOANY A F—Fy
MERCIEBERMR TE 22 01F, BREFEAT 7 RAEE3I 882 Y Xy FY
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— 7 MMBHIBRLTH LU,

H2DFy NI —2 « 7 AL 120° 1%, By —n_xy hT—I 005
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RNT,BD10Base THr—7NMMIELoTAL vTF T 33 4ITHERIND,
NT3341%, BT, BT, mEA—Y Ry FOXRYy N =2 RETHD, &
Y=y FU—T 33 2SI ND, AVTFT—F - T T 4w 7iE, kT
WARZNEFT, F20Fy NUI—7 87 A b EEENLD,

NAMET =5« FT7T7 4w 271%, AROKREEZELD, ZOMITHETHL, T
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W5, VE—hEUHE=F140D0T N1 DIZ0TCTTF—& BN dEe
X, Y7 TRk TS Thoh, 128y FSSLEHS3 1 8 &4k
LT, PSTNEFHT—HBOr 70 RIZELND, Tz, M3 1 81
M5 L35E 3 3 6 2%, WaEFERT 7 v AME 3 3 8IS T, HBEMIHMET
—F NI T4y HBBIEL L ERRLTVWS, 128y FSSLAERIT
B A CEERT T UFIC Lo THAR— IR TS, EbIRI2 LD S
FTHD, MOEMBFETIE, O L~L0X A TORFELFREFIHTX 5,
ZONMED NT T 4y 7 D5, FlZE, 140k EDVE—FE=FEUT
DNLEIZN D, FRAESNTEBIEE TH D, At BIEH L, PSTNLEFHET
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=0, F£E, MCI1#Spr intfokd REHEES vV 7ICEBENICER
T&%, bbAA, BEHITOYEZTTCOHNE, Loz 27, flx X 5{b%,
MON—R T =TT RAATCEHEWZITZD, Y7 b =T #HHTAHIENTED,

oY=y hU—2 33 2i%, VAT LOEEEZEDICTSH 1 ORI
BEOY—R"2EGiel LA TED,)

[11H281T—12H71TH]

Operational Flow and Server Configuration

Referring to Figures 4, a top—level operational flow process 400 of the
system 100 will be described. The servers, processes and threads used by
the operational flow process 400 are shown in Figure 5, which will also be
referred to in this description. Beginning at a start state 402, process
400 moves to state wherein a user accesses the system web site by typing
the world wide web address for the system 100 into their web browser, e.g.,
user browser 2 (522), which is running on the user’ s client computing device,
e.g., computer 329 (Figure 3). Line 526 shows this request and a response
by one of the web servers, e.g., web server 350, of the sensor server 110
(Figure 3). The request and the response, which is information that
comprises the web site home page, are transferred via segment 120 (Figure
1). The user can choose to leave the web site at state 406 and complete
process 400 at end state 408 or to browse informational areas of the web
site at state 410. The user can click on any link on the home page to view
the information that that link points to, however, one link (the ’parent
login’ button) takes the user into an authentication mechanism, and
ultimately, into the secure portion of the web site. When the user clicks

on the 'parent login’ button, process 400 proceeds to state 412, wherein
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the web server 350 responds, in one embodiment, by initiating a secure 128—
bit SSL connection with the browser 522 running on the client computing
device and generating a login screen with spaces for center code, user name,
and password.

(EE 7 v — & Y — KAk

M4%2BBLT, VAT A1000F LV OEEZTr—7182400I
OWTHAT 5, BfE7r—7rE240 0 THEHAENL =KW, HHEDOTm
TRLAL Yy FEIMGITRENTEY, AL THERT S5, A¥— MKE40 2
MblE-T, 7rER4000F, 2—F»AWe b7 T7UY, #lziE, 2—HD7

FJUW2 (522) ICVATAL1O00DWWWT RLAREZATANTEHZ LT,
VAT LDWe b A MIT 7 EATLHREBIIBITL, 22T, 2077 UHI,
JIAT DA a—T 4 TR, filxE, arva2—%329 (K3) k
THEITSNTWD, 5 261%, ZoOERE, B - =110 (K3) OW
eb—rD1o, HlZIX, We b —_"350D0&LEZRLTVD, ZIZ Tk
BiE, We bW A FOBR—LRX=VFNT D HRTH- T, EREIEIL, ©7
Arh120° (K1) 2 LCHEESND, IRFE4 06128V TWe b1 b
VHEDHZERREIENTE, KTIRE408TYrt®X400%K250, F
721X, R4 10IZBVWTWe b¥ A MOIFWEKEZ 77 VY7 TEDLH, 2—H
IR —LR=TDOEEDOY 7 %7 Vv 7 LT, VDU RadoiicERmz sz
ENTED, LNLRRL, 1200y (IBlovers7A M) A22) %, =2—%
ERFEA N = A L~ERANLT, REICIE, We bW A bOEF 2T REDICE
NT 5, =2—BN Hoa 7 M A2 ra27 0y r356E, 7rE2400I0%
WEE4 1 2128A, ZZTWe b¥—,335010%, —~EiRETIE, BEELT,
JIAT v harvEa—T 4 V8B ETCEITHFOT 70522 L0X2T 7
128y FSSL#EmEMMBLT, Br¥a—FK, =—¥4, "ATU—FHD=A
N—=2A &z len 74 VEEEAERT 5,)
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[12H8—1417H]

The user responds at state 412 by providing the data needed to perform
authentication, e.g., center code, user name, and password, which are sent
to the database server 360 on line 528. The database server 360 then accesses
the database 362 by the center code. The database server 360 checks all of
the user name and password combinations for that particular center and looks
up the user name that the user entered. Proceeding to a decision state 414,
the password is then compared. If the user—entered password does not match
the password in the database 362, process 400 advances to a decision state
416 to determine if the user has reached the limit for trying to enter the
authentication data. If not, the user is allowed to try again at state 412.

(REE4 1 212BVT, ==, BIELFTTL20ICBERT =4, Pz, &
YHAA=R, a=PH, RAU—FzfREETL L TIEEL, ThbHDT =4I,
528 L TTF—4 =AY =36 0ICKFEEND, TLT, T—F_XN—AH—
N3601F, TOEyZIA—=FRIZIVT—=IN=R36 27 78RXT5H, T4
N—=AY =36 0%, TOREDE L ZIZHONTOA—HFH KO/ SAYT — FDH
HEDEORTETF 27 LT, a—PRAN LI —F4LemET 5, £L T,
HWRAE 4 1 4107, "ATU—= RSN D, 2—FNASN LT RRAT — )
T—=HRN=RAB362ICHDHNNATV—FE—HLARWEGS, 7rkA4001F, HE
WHE4 1 6 1T, REET — 2 DASIOFATORFIZEL TV DL NENEZHET D,
bLELTHRTE, =—HF, R4 12T, HRITHAAIREERD,)

[12H18—261TH]
Returning to decision state 414, if the user name and password match

the user name and password in the database 362 for the particular center,
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process 400 moves to state 420 wherein the user is authorized for the secure
portion of the web site. If the time interval since the date of the last
password change exceeds the time allowed for a user to keep a single password,
the web server 350 prompts the user to change their password. The web server
350 then requests the database server 360 to check the database 362 to
obtain a list of camera names that the particular user is allowed to view
at the center identified by the center code. Proceeding to state 422, the
web server 350 generates a web page with three frames as seen in Figure 2.
Frame 230 contains all of the support links (such as child information,
preferences, chat, etc.). The top—left frame 210 contains the space for a
video image to be displayed, and the bottom—left frame 220 contains a list
of all of the cameras names that the user has access to view.

CHIWRREE4A 1 412RY, 2 —PFLH L RAT— FRF—FZ =236 2(1THDH1—
PHENRAT—RE—HL725E, 7at2400LRE4201CBEHLT, =—
PiX, V7 A hOEFa T REDICOVTRIESND, b L, MEZEIC/AT—
RAZZEE L7 A6 OFRRBREF A, = —HF0N 1 20O/ 2A Y — RERFEFTE DK
MWEB2 555, We bh—s33501F, XATU—RFROEFZ2—VIRET, We
b#—3501F, BrZa—Rokv@hlcehstrZicbnT, HEO2—F
MWRLZLEDTEDLNATHDY A NER{HLOIL, T—HX=Z362&8F v
IFTH bk, THR—=AY—,33 6 0% LCTERT D, REE4 2 2T,
21T L9512, WebHVh—"3501%, 320071 —L%>We bX—T%
AT D, 7L—52 3010, TRTOYR—NHY 7 (B2, FHofFH#,
TV 77 VA, Fyy b)) BEERD, EAET =521 0120, RS
NOBBEDTZDDAR=ZAPRFENTEY, FHEZ7L—L52201%, 2—FNRE
LT I EAEBTLTXTCOAATHDY XA NBEEND,)
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[13H7—81TH]

In this way, only one connection is ever made with the camera even if
several users are viewing the particular camera.
(ZOXITLT, BEOZ—FENRFEDIA T ZRTNTY, I AT L ORI
1272 FIC7%,)

[13H31—3417H]

Finally, the database 362, which is accessed by the database server 360,
is used to provide authorization data and user information to all of the
other servers. The web server 350 queries this database to determine which
cameras a parent is allowed to use, and verify login information such as
user names and passwords.

(&I, 7—FX=236 2%, 7T—FRXR=—ZAF—="360ICL>TT7ERXEZ
NHbDTH->T, MOBRTOH— NI L TRAET — 7 L a—PiFRERMtd 2
DI SND, We b —/33501%, ZOFT—F_X—RIWELT, HDHH
MEDHATZOERAPRHFASNTNWDEINEHEL, 2—FHPLNAT— R REDn
A NEREMRAET D)

[14E9—2217H]

To clarify how these servers work together, the following discussion
describes what happens, and what interactions take place, when a user
attempts to use the system web site. First, a user at a remote location
brings up their web browser and types in the web address of the system home
page. This action causes the web server 350 to send a copy of the home page.
Next, the user clicks on a link leading to a “login” page that prompts them

to enter their center code, user name and password to log into the system
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web site. This action causes the web server 350 to query the database server
360. Presuming the database server 360 affirms that the user name and
password are valid, the web server 350 sends a page to the user’ s browser
that allows the user to select and view images from one of the cameras at
the center identified by the center code. On this page, the user selects a
camera link. The web server first checks with the database server 360 for
a list of the camera names accessible by the particular user and just
displays those camera names on the lower left pane of the page. The web
server 350, after receiving the request for a particular camera link, checks
with the database server 360 to confirm that the particular user has access
to that camera. If so, the web server 350 then initiates image retrieval by
a request to a sensor process at the image server 330, while, at the same
time, initiating image distribution by a request to a user process at the
distribution server 340.
(ZNHEDOY—="REDOL L THBT20EHONCT 572012, LUTOHH
T, 2=V BRI RAT A0 =27 A bR L LD & LIZHAIS AT Z 50,
BLOEO LS BRMEEERMTON LR E NG, £F, ERMOZ—FRW
e b7 T UHEENHLT, BV AT ADKR—LARX—=VDU =T - 7 RLA%RH
ATANT D, ZHICEY, We b¥—35010F, F—LAX—=VDat’—xikE
T, WIT, 2—=WiF, VAT LV =2THA MIur A5, By a—
N, 2—%4, "AU—=FDODANZRT ver A X=VIZ@Lsd) o 27%27Y
v 7T 5, ZHICEY, We bV —3501%, 7—H#X—2H—,336 0IZH
179, T—HFRXR=AHP =136 00, 2—PHLNAV—FREHTHLZ L%
HELEEWETDE, We bP—135010%, 2=t ¥a—RNoko Tk
MNENDZBEAEDAATDO—EBNODOEBEZREIRL TRLZENTELHXLIICTS
N=V % a2—POT7 T UFITERETDH, ZOX—VIZBNT, 2—FEIHATDY
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ICENSDH A TR EFRTDH, We bH—_3501F, BHEDOHATDY 7|
MTHEREZGELILE, T—FX—2H% =136 0IZHWVWAEDLET, FFEDZL—
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[15EH8—154TH]

Fetch Images Process

Referring to Figure 6 and also to Figure 5, a Fetch Images process 600
will now be described. The process 600 that fetches images requires three
things: a stimulus to begin fetching, a camera to fetch from, and a storage
medium to place the images, once fetched. An example of a stimulus that
would cause process 600 to begin fetching would be a user clicking on a
sensor link on a web page, or a clock reaching a preset time. Cameras from
which to fetch images are located in day care centers 130 (Figure 1 ) 1in
remote locations that are accessible by the process through the computer
network 120. An example of the data storage 362 (Figures 3 and 5) in which
to store the images would be a disk drive residing on the data server 360. ]

(BB G 7 ot X

M6k, M52L2MLT, BEBEREGE7a®26 0 003FHIND, BERIEY
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LDHAAT, LT, BIBESNERRT, BRZENTE A ML —VHIKTH D,
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[15H1917—16H21TH]

Process 600 is running on the image server 330 at all times — it has no
dormant, or inactive mode. Beginning at a start state 602, process 600 moves
to state 604 where a stimulus to begin fetching an image is received.
Advancing to a decision state 606, if process 600 receives a stimulus to
begin fetching and depositing images from a camera that already has a
previous, un—expired thread that is fetching images, it will not duplicate
the effort. Rather, it extends an expiration time (sensor timer) of the
existing thread at state 612, and then proceeds to state 614 to access the
selected sensor. In this way, no matter how many users attempt to view a
specific camera, only one thread is actually transferring the images. If
the specified camera is not already active, as determined at state 606,
process 600 continues at state 608 and spawns a sensor thread, e.g., thread
1 (550) for sensor (1) 370 (Figure 3), thread 2 (552) for sensor 2 (371),
or thread N (554) for sensor N (372), to match that stimulus. That sensor
thread services the camera/sensor whose address is specified in the stimulus.
Moving to state 610, process 600 sets the sensor timer to a predetermined
time and activates the sensor timer. These actions describe reacting to the
stimulus not by fetching and depositing a single image, but rather by

fetching and depositing images for a set amount of time. In this manner,
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the process receives the stimulus (for instance, a user clicking a link on
a web page) and spawns a thread that would fetch and deposit images for 5
minutes, for example. At the end of the five minute period, the thread would
terminate.

Proceeding to state 614, process 600 accesses the selected sensor, and
then at state 616, fetches the image and places that image, e.g., image 512,
in the data storage medium 362. Moving to a decision state 618, process 600
determines if a user action has occurred, such as clicking on a different
sensor link. If so, process 600 proceeds to state 606 to determine if a
thread for the newly selected sensor is already active.

(FrE2600iF, WIEXIIHET 7T 47 - = FiZed Il Lidel, WK
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KiE6 1 412#AT, Yk X600TEBRINTESHIZTZ7EAL, £
5, REE6 1 612BWT, EBZ2EEL, TO®EE, FlxiX, EEs512%, T—
ARSI 3 6 2 1TKMT 5D, HIEIREE6 1 8ICHER, rE X6 0001%, =—H
DT 7 vay, BlziE, Bhotwr Y~ %27 Vw3520, BELE
INEWERET D, T7varPRELEZBIE, 7ak260013KkME6 0612
EAT, BB REINZE T HOA Ly FRTTICEBI SN TWDNE > gk
HET D)

[16EH23—2617H]
In one embodiment, the image server 330 makes a connection to the camera

at the day care center using the hypertext transfer protocol (HTTP). If a
connection cannot be made, it will wait a specified interval (that can be
easily changed) and try again. If it fails a predetermined number of times,
it will discontinue its efforts after first displaying one image to the
user informing the user that the camera is down.

(—FEHHNZIBNT, HfEH— 3301k, HTTP (NhA /=7 F R Mrk7 m
Fan) ZHWTERBEFON A T ~OERGEZERT 5, H#RPTERTE 205G 4E,
Bifg Y —,33 3 01, (HEICEEATREZR) ArEDRRFMREIZTHEL THrb, Hl
2475, BV —/33 3 02, FEDEET T EEROERICKI LISE, 72
INE T LTWDZ E AT 52— 20 B2 2 —FICETRRLIZREIL, O
BhaeiZb,)
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[16EH32—3517H]

If at any stage of this process the image server 330 receives an image
of size zero, or cannot successfully log in to the camera using the
predetermined login name and password, it will attempt to log in to the
camera using the Telnet protocol and issue a reset command. This usually
cures the camera of any problems it might be having.

(ZOTrEADEDEMETY, B — 33 3 003% 4 XN 0 ThHHEEZ(E
LI, FiEDn 7 A v ENAT—=ReHNTH I ATIZn 7 A U TERVGE,
TelnetZuballldoATIZe 7L LTy b a~xy FERTT
L, BH, THZL-oT, IATOETHED LD REELMKT 5,)

[17H1—104TH]

Dispatch Images Process

Referring to Figure 7 and also to Figure 5, a Dispatch Images process
700 will now be described. The process 700 is a persistent user process
running on the distribution server 340. In one embodiment, the distribution
server 340 utilizes the Microsoft Windows NT Server version 4 SP3 with
Internet Information Server 4.0 operating software. The process 700 is
written in Java, perl, and C++ programming languages.

While process 600 (Figure 6), which fetches and deposits images, is
running, process 700, which dispatches images to remote clients (users with
web browsers), is also running. Process 700 also receives a stimulus from
an outside source, 1i.e., a request from the web server 350. Process 700
responds to this stimulus by taking the most recent image from the depository

area of data store 362 that the fetching program dumps its images in and
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sending it to the remote client.

(B FE T v & X

M7&, M5Z2bZMLT, RICEBEET O EARAT7 00OV THHAT L, 7
REZX7000FEFEY—340 ETETESNDKBNRA—F T EATH D,

—EfiFETIE, BEEY—13401%, Microsoft Windows N
TH—~Ver. 4, SP3%, 1 1S (Internet Information Server) 4. 07
N =747V T7 b =T EEBIFHTL, TrEXT7001%, Java, P
er lRKRCH+7m 77 I 7ERTREIND,

BTG CTRET 27282600 (K6) BEMEF, mRZ 7147~ (W
e b7 7 UV ERTLa—Y) ICHBEFKETLI7EEAT700HEELTND,
TrtAT7T00bEL, MBY—ANLORE, T, v=T7 - —s350Mn
SOEREZITIRS, 72 A7001%, ZOZEIKHLT, G727 T A0
BERANT L7 =2 X b7 36 2 OREFEMNS, BFOBEBREZIY AL, £ LT,
ETNEEmR 74T MTEETHZ L TINET D)

(2 1H1— 317]

* Restricted Access — Only parents with children enrolled in a system
child care center are issued an account to access that center’ s cameras for
viewing. Also, access to cameras is limited to parents who have children in
the room where the camera is installed.

(- flRESNIZT 7 A= AT LAOREANCAFT LT D FE2FRFOBITN, <
DIREFDH AT H R DTDIIT VAT HODT D ERFITIND, T2,
HAT~DT 7R A, BATHRRESNEHMRBICWD F2ROBICIRESNS,)

[2 2H3—5%T]

The sensor server, after determining that the user has entered a valid
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login and password, checks the database again to determine which of the
cameras at that particular center the user has access to. In this manner,
parents can be given access to all of the cameras at a center, or only a
subset of the cameras at the center.

(B =%, B A e NRRAT = REea—PFR AT LIz LHE LTS
B, T—EARXR=ZAEZHPHARLZLIZL-T, 202 —FRZOREDREHRO E
DHAZT DT I AMEERT DPERET D, ZOLICLT, BlTE, HDHE
BAOTNTONAT, £d, TORFHIOI AT O—WOHZONTOT 7k
AMENE 2 BID,)

[22H22—251TH]

A particular child care center is determined when the user enters the
"center code’ but at no time is the center actually identified by name, nor
are the actual network addresses of the cameras revealed. This makes it
difficult for an unauthorized user with unsavory intentions to determine
where the children they are looking at are located.

(=¥ B Fa—F] 2 AN LEELE, FEORBHMIREINDD, A
mEEL, TORUVIPREBROATRIC I > TRIESND Z &3, £, AT
DEEOR Y NT =TT RLABRHALNIEINDH T EbRV, ZHRICE-T, RNiE
WREHZ R OBIES N TV RN —FN, HOEN R TWD FHo BT &
HZ L ENEICT D)
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