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automatic retail systems

incorporating card payment



( ) Present use of payment cards, in particular the use of electronic wallets, is

associated with many deficiencies, a few examples of which are provided herein below:

( ) a. Since electronic wallets are depleted at each payment, the customer must
execute regularly purse replenishment transactions at suitable replenishment devices,
which is inconvenient.

( ) e. Electronic purse operation requires setting up a costly infrastructure of
replenishment devices, such as special ATMs (automatic teller machines), modified public

telephones or dedicated home terminals.

() 3. Point of sale (POS) - a part of a retail unit operating to determine the
contents of a purchase and to calculate its price.

() 4. Payment unit - a part of a retail unit operating to receive payment from the
customer.

() 13. Electronic wallet - a smart card which includes inter alia an electronic

checkbook and an electronic purse.

( ) Reference is made to Fig. 1 which illustrates a preferred embodiment of the
present invention. The retail system of Fig. 1, generally referenced 1, incorporates a
payment system 7 which is a substantially failure-free system for executing payment
orders received from a Point Of Sale (POS) 10. Non-limiting examples for POS 10 are a
supermarket cash register, or a control unit of a vending machine, a public telephone or
the gas pump in a gas station.

( ) Payment system 7 comprises a payment unit 8 communicating with POS 10 for

receiving payment requests, interfacing with any one of electronic wallets 9A-9N for



payment therefrom and communicating as needed with transaction processing centers of
financial institutions 20A-20K to execute electronic checkbook transactions. At each
purchase, payment unit 8 interfaces with an electronic wallet and automatically
determines the transactions to be executed for payment, i.e. a transaction operating to
pay by electronic purse of the electronic wallet or to first replenish the electronic
purse by payment from a remote account via the electronic checkbook and then to pay with
the electronic purse, or to pay from a remote account via the electronic checkbook as
described in detail hereinbelow.

( ) Payment unit 8 communicates selectively with processing centers of financial
institutions 20A 20K respective to the central accounts related to the electronic
wallets presented at the payment unit.

( ) Processing centers of financial institution 20A 20K execute transactions
related to central accounts maintained by the respective financial institutions, e.g.
credit accounts or bank accounts, the accounts being identified and accessible by the
electronic purses included in the electronic wallets.

() 1twill be appreciated that the interface between an electronic wallet and payment
unit 8 may be by contact or by contactless communication or even from distance through a
communication link. The communication between payment unit 8 and a processing center of a
financial institution can be executed on line, or electronic checkbook transactions may
be recorded at payment unit 8 and transferred thereafter to processing centers of
financial institutions for batch processing, as will be described in more detail

hereinbelow. Retail unit 2 is the combination of payment unit 8 and point of sale 10.

( ) Reference is made to Fig. 3 which is a detailed block diagram illustration of the

payment system 7. Electronic wallet 9 which is personal to a customer 12 who is making a



purchase at POS 10, comprises an electronic purse 310 containing information identifying
the amount of electronic cash stored in its register 311. The electronic wallet also
comprises an electronic checkbook 320, which register 321 contains information
identifying and authorizing transactions with at least one credit or bank account, made
through processing centers of financial institutions 20. External interface 340 serves as
an interface between the electronic wallet and payment units 8. External interface 340
comprises communication hardware as well as secured protocols for reading or altering the
information stored in the electronic wallet. These protocols preferably include a
requirement for keying-in a secret PIN (personal identification number) code via customer

interface 352, as a precondition for any transaction with wallet 9.

( ) Electronic purse payment unit 363 communicates with electronic purse 310 of
electronic wallet 9. When unit 363 is activated to pay a purchase sum required by POS 10,
it operates to reduce the amount of electronic cash stored in register 311 by the purchase
sum, while increasing the amount of electronic cash stored in an electronic cash drawer
364 by the same sum.

( ) The electronic cash accumulated in electronic cash drawer 364 can be transformed
into money by settlement with cash pool units 384 of processing centers of suitable
financial institutions, referenced collectively 20. Usually, this money will be
deposited in a bank account of the merchant 11.

( ) Electronic checkbook payment unit 366 operates to transfer a specified sum from a
customer®s account in financial institution 20 corresponding to customer®s electronic
checkbook 320, either to the merchant®s account when checkbook payment is executed, or to
cash pool 384 for purchasing electronic cash for purse replenishment. POS interface 353
is operative to receive payment requests from POS 10 and return payment acknowledgements

upon payment completion.



( ) Electronic purse loading unit 365 is capable of loading electronic cash into
electronic purse 310, typically upon purchasing the electronic cash by the electronic

checkbook 320 from a cash pool 384 during a purse replenishment transaction.

( ) Card interface 351 includes hardware and protocols known in the art for secured
communication with electronic wallet 9. It may include mechanical means operative to
retain an electronic wallet during transaction and to release it upon the transaction
completion. It may use contactless communication or even allow remote transactions by
using a suitable communication means. For example, a wireless communication link may
serve to collect payment in a toll road without stopping the car, or for collecting
payment for a card used with a cellular telephone.

( ) Remote account interface 370 incorporates hardware and protocols known in the art
for secured communication with transaction processing centers of financial institutions
20, respective to the accounts identified by register 321 of electronic checkbooks 320
included in the customers® electronic wallets 9. The communication can be either on line
or off-line. Non limiting examples of on-line communication means include dial-up
telephone lines, dedicated lines or cellular data communication. A non limiting example
of off-line communication means is a handheld terminal for unloading transaction
information from payment unit 8 when visiting them, and downloading the information
thereafter to processing centers of financial institutions 20 by communicating with them
from the merchant"s office. These handheld terminals may work the other way, i.e.
unloading information from the financial institutions thereinto at the merchant"s office

and downloading this information into payment units 8 during a visit.

( ) Each of the transaction processing centers of financial institutions 20 comprises

customers® credit and/or bank accounts referenced 381 and 382 and a cash pool 384.



Customers™ credit and/or bank accounts 381 and 382 correspond to electronic checkbooks,
such as the electronic checkbook 320, are charged for payment transactions wherein the
charged amount is transferred to a bank account (not shown) of the merchant 11. Accounts
381 and 382 are also charged for purse replenishment transactions wherein the charged
amount is transformed into electronic cash by cash pool 384 and transferred
electronically to the electronic purse 310.

( ) Cash pool 384 is an accounting unit for transforming money paid by electronic
checkbooks 320 into electronic cash loaded into electronic purse 310, and for
transforming electronic cash received from electronic purse 310 or from electronic cash
drawers 364 into cash deposited to the merchant®s bank account. Cash pool unit 384
includes the protocols known in the art for transferring electronic cash to electronic

purse 310 and from electronic cash drawer 364.

( ) Reference is made now also to Fig. 5 which illustrates a preferred method of
operating the automatic transaction manager 361 of Figs. 3 and 4. Block 451 indicates the
idle state of the payment system 7, ready for starting a transaction. In block 452 an
electronic wallet 9 with a sum of $BALANCE of electronic cash stored in register 311 is
received, and the customer is preferably prompted to key-in his PIN code through customer
interface 352. In block 453 a request for payment of $SUM is received from POS 10 through
POS interface 353.

() In block 454 $SUM is compared to the minimal checkbook payment transaction sum
referenced $MINCP in order to determine whether checkbook payment is feasible. If the
answer is positive then, as indicated in block 458, $SUM is compared with $BALANCE to
determine whether a purse transaction is feasible as well. If the electronic purse
transaction is not feasible then the transaction is directed to the checkbook transaction

unit 366 as indicated by block 460.
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( ) If both checkbook and purse payment transactions are feasible, the transaction can
be executed either way so a logical switch 459 is provided to direct the transaction
either to the checkbook transaction unit 366 as indicated by block 460 or the purse
payment unit 363 as indicated by block 457. The switch setting in 459 to either C or P
position is either predetermined by the merchant 11 through the merchant interface 362,

or is made selectable by the customer during purchase through customer interface 352.

( ) If the answer in 454 is negative, i.e. the payment has been found unfeasible for
checkbook payment, it is checked for purse payment feasibility as indicated in block 455.
In block 457 the payment is found feasible through the purse, i.e. $SUM is smaller or

equal to $BALANCE, and therefore payment is executed through purse payment unit 363.

( ) However, if $SUM is larger than $BALANCE, the electronic purse must be replenished
to enable payment. As indicated by block 456, the electronic purse 310 is replenished via
the electronic checkbook 320 through units 366 and 365 with at least the larger of the
minimal purse replenishment sum referenced $MINPR and $SUM minus $BALANCE, i.e. the sum
necessary for sufficient payment. Only then purse payment is executed in 457 through unit
363.

() It will be appreciated that instead of accessing the electronic purse twice, for
replenishment of a replenishment sum calculated in block 456 and for purse payment of $SUM
by block 457, the purse can be accessed only once, for loading thereto, by unit 365, the
difference between the replenishment sum and $SUM, or for collecting therefrom this value
by unit 363, if this difference is negative. Both modes are mathematically and
functionally equivalent, except for a special case described with reference to Fig. 10A

below.
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Fig. 11A illustrates a conventional on-line purse replenishment procedure, wherein
payment unit 8 relays an on-line replenishment transaction between electronic wallet 9
and processing center of financial institution 20. A replenishment order is sent from
electronic checkbook 320 through electronic checkbook transaction unit 366 to processing
center 20, where customer®s account 380 is charged and a corresponding amount of cash is

supplied to the electronic purse 310 from cash pool 384 trough purse loading unit 365.

trough purse loading unit through purse loading unit

( ) Reference is made to Fig. 12, which introduces a payment system which is similar to
that of Fig. 3, with the following modifications: electronic checkbook 320 is replaced by
electronic cache 320C, electronic checkbook transaction unit 366 is replaced by
electronic cache transaction unit 367, and cache accounts 383 are added to the arsenal of
financial institutions 20. A cache account 383 is a special credit or bank account which
is accessible for payment transactions only through a single respective electronic cache
320C. It is noted that conventional bank or credit accounts are accessible through a
variety of means in addition to the respective electronic checkbook, such as paper checks,
home banking computer or telephone orders. Preferably, one exception remains, i.e a claim
for the value remaining in a cache account in case the corresponding electronic cache has
been lost. It is also noted that adding value to a cache account 383 can be made also
without presenting the corresponding electronic cache 320C.

( ) Electronic cache 320C is a special, enhanced electronic checkbook. It issues
electronic checks for account-to-account settlement in transaction processing centers of
financial institution 20 similar to the electronic checks issued by the conventional

electronic checkbook, but also manages on-card balance tracking similarly to the
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electronic purse. As described below, this combination provides highly secured off-line
transactions with central accounts. Register 321 contains information identifying and
authorizing transactions with the respective cache account 383. Register 332 maintains
balance information regarding the sum accessible in cache account 383 through electronic
cache 320C. Register 333 contains a cache expiration date information so that the

electronic cache 320C will be unusable and rejected for payment after the date.

( ) Electronic cache transaction unit 367 of payment unit 8 performs cache
transactions by issuing electronic cache checks similarly to the operation of electronic
checkbook transaction unit 366 (Fig. 3), while reducing the payment amount from the cache
account balance register 332, using secured protocols similar to those used by electronic
purse payment unit 363 during a purse payment transaction. The electronic cache check can
be either settled on-line with the respective cache account in 383, or retained
electronically is electronic safe 368 for settlement thereafter. Optionally, in the
latter case the payment transaction can be reversed by deleting the cache check
information from electronic safe 368 and increasing the value in account balance register
332 by the cancelled cache check sum. It would be appreciated that this procedure, which
adds effective value to electronic cache 320C, requires secured protocols similar to
those of drawer-to-purse transfer of electronic cash described above with respect to Figs.
11B and 11C.

retained electronically is electronic safe retained electronically

in electronic safe

Fig. 17 illustrates a preferred embodiment of the present invention which enables

both cache and non-cache (i.e. conventional) checkbook central transactions. The reason

for including both is that the cache is advantageous in off-line transactions. However,
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it can be used only with cache-compatible payment units capable of updating the cache
balance (register 332 of Fig. 12A). Another limitation of a cache account is that it is
accessible for payment only through the card containing the electronic cache and cannot

be used for other payment forms such as paper checks or mail orders.

)
personal to a customer 12
who is making a purchase at POS 10 payment unit 8
contactless communication
smart card electronic wallet 9
external interface 340
electronic cash register 311

electronic purse 310

452 POS 10
POS interface 353 453
purse payment feasibility 455
457
456 457
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interface customer interface

For example, the point of sale and the payment unit of the

present invention need not be separate units and may share some of the hardware components,

such as their central processing unit, one example being a cash register version
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It will be appreciated that customer interface 352 may indicate
at step 456 the amount necessary for replenishment and allow the customer to select a sum
larger than this amount, e.g. for increasing the amount of electronic cash in his
electronic wallet for future use. IT the current balance is
found insufficient in 455, then it is first replenished with a sufficient sum in 456 or
with a larger desired sum specified by the customer, and then the purse is charged in

457.
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